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1
Decision/action requested

Approve this contribution to update solution #17 in TR 33.839
2
References

[1]
3GPP TR 33.839 Study on Security Aspects of Enhancement of Support for Edge Computing in 5GC
3
Rationale

This contribution solves the editor’s note in solution #17 in TR 33.839 [1], which is related to the verification of the GPSI based on AKMA.
4
Detailed proposal

It is proposed to implement the following updates to solution #17 in TR 33.854.

*** START OF FIRST CHANGE ***
6.17.2.2
Authentication of the GPSI in EEC-EES/ECS communication

TS 23.558 [2] specifies different interactions between EEC and EES/ECS that use the UE ID for identifying the UE. The UE ID is specified in clause 7.2.6 of TS 23.558 [2]. The only example for the UE ID is the GPSI.

The GPSI also requires authentication. This solution proposes to use AKMA for the generation of a shared key KECUEID = KAF between the UE and the EES/ECS, i.e. AKMA AF. The EEC and EES/ECS can then use the KECUEID for authentication of the GPSI. 

In order to use the shared KECUEID for authentication of the GPSI towards the EES/ECS, a modern but simple existing challenge-response protocol seems most appropriate. If HTTP is used as application protocol, HTTP Digest as specified in RFC 7616 [24] would be a good candidate.


The identifier used for the KAF is the A-KID in AKMA where A-KID is a temporary identifier. To verify the GPSI the following steps are executed:

1. The EEC sends GPSI in addition to the A-KID to EES/ECS if the GPSI is available to the EEC. EES/ECS verifies the GPSI received from EEC with the one locally configured (if available).

2. The EES/ECS send the A-KID and an indicator requesting GPSI with the AF_ID to the AAnF via NEF or directly depending on the location of EEC/ECS.

3. The AAnF fetches the GPSI from the UDM based on the SUPI which is part of AKMA context in the AAnF.

4.The AAnF checks whether the AF is authorized to get the GPSI. If the check is successful, the AAnF provides the KAF and the GPSI to the EES/ECS. Otherwise sends a related failure message.

Editor’s Note: How the AAnF checks the authorization of AF considering also multiple GPSI scenario is FFS. Whether user consent is sufficient and required is in the scope of user consent study.
5. The EES/ECS checks whether the GPSI sent by the EEC and the GPSI received from the AAnF are same or not. If the check is successful, the KAF (KECUEID) is used for authentication as mentioned above. 
*** END OF FIRST CHANGE ***
*** START OF SECOND CHANGE ***
6.17.3
Solution evaluation 

The solution requires updates to the AKMA technical specification TS 33.535.
*** END OF SECOND CHANGE ***
